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2023 Emerging Risk: Failure to mitigate climate change and failure of climate change adaptation

Description Impact to EGCO Group and Scenario Analysis Mitigations and Opportunities

Failure to mitigate climate 

change and failure of climate 

change adaptation

Risk Category: Environmental

Source: Natural Factors

Climate change has had a continual and severe global impact. Many countries have 

acknowledged this and anticipated the necessity of a clear and definite response to the 

problems and potential dire repercussions, such as the rise in global temperatures, floods, 

earthquakes, wildfires, and tropical storms. The 27th United Nations Climate Change 

Conference 2022, Conference of Parties (COP27) resolved to keep the global temperature 

rise limit at 1.5 °C and restrict coal consumption. The Thai government stated that Thailand 

would become a carbon-neutral country by 2050 and reach net-zero emissions by 2065. The 

National Energy Plan (NEP) intends to assist Thailand in its transition to renewable energy 

and carbon reduction. 

To minimize the impact on EGCO Group's transition to a low-carbon society, including 

adaptation to changing government policies and regulations, as well as the adaptation of the 

private sector, EGCO Group has identified potential risks in each situation as follows. 

• Scenario with rapid transition: 

If the government is pushing for a low-carbon society quickly and focuses on the use of clean 

energy seriously. There are strict regulations, support, and enforcement measures, as well 

as encouraging the public sector to be both producers and consumers of energy. The private 

sector has rapidly adapted to the green economy concept. EGCO Group must therefore take 

steps to mitigate the potential risks of such changes, such as developing more renewable 

energy projects each year, reduce electricity generation from fossil fuels, study of the use of 

ammonia as a mixed fuel in coal-fired power plants, develop hydrogen fuel projects, study of 

investments in electric vehicles and batteries, as well as business of platform providers to 

support future electricity trading, etc.

• Scenario with low transition:

If the government is pushing towards a low-carbon society gradually and continues to focus 

on generating electricity from fossil fuels to keep electricity prices at an affordable level. 

There are relaxed regulations, support, and enforcement measures, encouraging the public 

sector to be partial producers to maintain the stability of the system, as well as the private 

sector has adapted carefully to the green economy concept. EGCO Group therefore has to 

take prudent and concise action to ensure long-term sustainability of the business and 

prepare for rapid changes in the future, such as developing renewable energy projects with 

high potential both domestically and internationally, develop clean energy projects with low 

carbon emissions, study the application of new technologies within power plants to maximize 

efficiency and reduce fuel consumption, study of carbon dioxide capture and storage 

business for example.

To mitigate such global climate risks, the EGCO Group closely 

monitors and analyzes the impacts, and sets a long-term 

investment target to decrease its coal energy portfolio to 20–21% 

and increase its renewable energy and smart energy portfolio to 

30%. Additionally, it aims to reduce carbon intensity by 10% by 

2030 in both domestic and overseas operations to transition to a 

low-carbon society. The investment plan is consistent with EGCO 

Group’s “Cleaner, Smarter and Stronger to Drive Sustainable 

Growth” initiative, which targets carbon neutrality by 2050 in 

support of global low-carbon goals. In 2021, the EGCO renewable 

energy portfolio was 18.61% of the total electricity generating 

capacity, which could reduce approximately 564,000 tons of carbon 

dioxide equivalent to the annual emission rate (14 EGCO 

subsidiaries) in alignment with the government’s policy. 

Furthermore, the EGCO Group will invest in environmentally 

friendly technology in the future, promote energy conservation 

within our organization, and reduce greenhouse gas (GHG) 

emissions indirectly by conducting business with eco-friendly 

partners.

Timeframe of Impact: greater than 10 years

References: 
EGCO Group 2022 One Report https://investor.egco.com/misc/ar/20230324-egco-ar2022-en.pdf#page=89

WEF WEF_Global_Risks_Report_2023.pdf (weforum.org): Failure to mitigate climate change, Failure of climate-change adaption

https://investor.egco.com/misc/ar/20230324-egco-ar2022-en.pdf#page=89
https://www3.weforum.org/docs/WEF_Global_Risks_Report_2023.pdf#page=11
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2023 Emerging Risk: Adverse outcomes of frontier technologies

Description Impact to EGCO Group and Scenario Analysis Mitigations and Opportunities

Adverse outcomes of frontier 

technologies

Risk Category: Technological

Source: Macroeconomic Factors

Following rapid technological advancements in microgrids, renewable energy, energy 

storage, and big data systems, the government aimed to develop and launch its Commercial 

Smart Grid by 2021. Regarding the Thailand Smart Grid Development Master Plan 2016–

2021, the Ministry of Energy has been assigned primary accountability through these three 

pillars: 

(1) Demand Response and Energy Management System, 

(2) Renewable Energy Forecasting System, and 

(3) Micro Grid and Energy Storage System.

This government policy will gradually transform user behaviors from consumer to “prosumer” 

and electricity peer-to-peer trading. Moreover, the role of the microgrid system will expand, 

particularly in the industrial sector, due to the structure of generation costs, which include the 

cost of electricity.

In addition, the trading of electricity between each other may affect the main power grid of the 

country which are the Electricity Generating Authority of Thailand, the Metropolitan Electricity 

Authority, and the Provincial Electricity Authority. It affects the competitiveness of private 

power producer businesses due to the changing patterns of electricity usage and production. 

EGCO sees that trading electricity between them could be an opportunity to create new 

businesses that add value to the organization. Therefore, we have set to monitor and analyze 

trends, change, and develop innovations related to mentioned technologies to improve our 

work, create new businesses, and increase competitiveness. 

For this reason, EGCO Group is focused on creating new 

innovations to drive the organization towards sustainability and look 

for future business opportunities in line with today's era of energy 

and technology transformation. New innovations will increase the 

value of what the organization has. Besides creating new products, 

innovation also includes improving operational efficiency. EGCO 

Group has launched the "EGCO Group INNERGY Sustainable 

Innovation from within Contest” for the second consecutive year to 

find outstanding innovations that can create value for the company, 

including joining hands with business partners to create new 

innovations as well.

Timeframe of Impact: 3 - 5 years

References: 
EGCO Group 2022 One Report https://investor.egco.com/misc/ar/20230324-egco-ar2022-en.pdf#page=89

WEF WEF_Global_Risks_Report_2023.pdf (weforum.org): Adverse outcomes of frontier technologies

https://investor.egco.com/misc/ar/20230324-egco-ar2022-en.pdf#page=89
https://www3.weforum.org/docs/WEF_Global_Risks_Report_2023.pdf#page=11
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2023 Emerging Risk: Widespread cybercrime and cyber insecurity

Description Impact to EGCO Group and Scenario Analysis Mitigations and Opportunities

Widespread cybercrime and 

cyber insecurity

Risk Category: Technological

Source: Macroeconomic Factors

Information technology (IT) systems increase business efficiency, efficient control of power 

generation, and operational cost management to enable the EGCO group to be competitive 

in both domestic and overseas markets, where it invests or plans to invest; IT plays an 

increasingly important role in business operations.

In 2019, the Royal Thai Government Gazette announced the Cyber Security Act B.E. 2562 

(2019), effective from May 28, 2019, and the Personal Data Protection Act B.E. 2562 (2019), 

effective from 28 May 2020 (however, it has been postponed taking effect on June 1, 2022). 

According to the Cyber Security Act B.E. 2562 (2019) Administrators providing any 

computer-related services must ensure and strengthen the cybersecurity of the computer, 

computer information, computer systems, or other information related to computer systems to 

be able to prevent, respond, and mitigate risks from cyber threats in a timely manner. EGCO 

must establish an IT Security Policy, which includes the information technology contingency 

plan and IT Risk Management Policy.

For the Personal Data Protection Act B.E. 2562 (2019), which deals with the control of 

collection personal data and business partners, use or disclosure of information, shall be in 

accordance with the Act. EGCO has established policies and measures to prevent the 

leakage of important information, including the development of information security and 

security systems and the protection of personal data by collecting, storing, using or 

disseminating personal information of employees, partners or contacts in the form of 

electronic data in order to prevent personal data breaches.

EGCO Group's Information Technology Department has developed 

information security and cybersecurity policies and practices in 

accordance with ISO/IEC 27001:2013, Clause 5.2 and  A.5  of the 

Information Security Policy in accordance with the Cyber Security 

Act B.E. 2562 (2019)  and the Personal Data Protection Act B.E  . 

2562 (2019). In addition, EGCO has also promoted the security of 

the information technology system for users by notifying them to 

change their password every 90 days and organizing Security 

Awareness Training for employees and executives to be aware of 

cyber threats to reduce the risk of business data leakage from 

threats annually.

In 2021, EGCO passed standard certification ISO/IEC 27001:2013 

(Information Security Management System: ISMS) in the 

preparation of the information security management system of the 

data center.  

In addition, the Company has established a working group to 

formulate policies and guidelines for personal data protection to 

supervise, monitor and evaluate the results for companies and 

group companies to perform various related actions to use 

personal data carefully. It also encourages all agencies to collect 

information as necessary and establish a personal data storage 

system according to each company based on the SharePoint 

Online (Office365) system. The access rights of each party are 

determined and only data related to personal data is stored. This 

allows the system to Audit Logs Portal and determines who adds, 

edits, or deletes data, for example.

On June 1, 2022, the government introduced the Personal Data 

Protection Act B.E. 2562 (PDPA) as a tool to help protect citizens 

and consumers. It also prevents the infringement of personal data 

rights by refusing to disclose it by involving everyone as a data 

subject, data controller, and data processor.

(cont.)
Timeframe of Impact: 3 - 5 years
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2023 Emerging Risk: Widespread cybercrime and cyber insecurity (cont.)

Description Impact to EGCO Group and Scenario Analysis Mitigations and Opportunities

Widespread cybercrime and 

cyber insecurity

Risk Category: Technological

Source: Macroeconomic Factors

In 2022, EGCO implemented this risk management strategy. The 

Information Technology Master Plan has been updated to align 

with EGCO's new strategy, information technology trends in energy 

industry, new normal operation, financial technology trends, as well 

as reviewing and improving the security of technical data to reduce 

the risk from external threats.

• The external auditor (Certificate Body) conducted an audit to 

monitor the maintenance of the Information Security 

Management System ISO/IEC 27001:2013 (Information 

Security Management System: ISMS).  EGCO passed the 

ISO/IEC 27001:2013 surveillance assessment year 2 in 

establishing the information security management system of the 

data center.

• Khanom Electricity Generating Company Limited has passed 

the standard certification Iso/IEC 27001:2013 (Information 

Security Management System  : ISMS) in the preparation of the 

Information Security Management System of Khanom Power 

Plant Control System 4. 

• In addition, EGCO has trained employees to verify their identity 

using Two-Factor Authentication (2FA) to enhance the security 

of access to information from cybercrime threats and threats as 

hackers take advantage of remote work during the COVID-19 

pandemic. We invited external speakers to give lectures to 

educate and raise awareness for employees. 

The Personal Data Protection Working Group and the Information 

Technology Department established by EGCO had published the 

Personal Data Protection Policy (PDPA) and details of the 

Information Technology Department's policies, as well as related 

practices for employees to be informed and acted on together. 

These include Personal Data Protection Policy, guidelines for Law 

Compliance on PDPA, Information Security and Cybersecurity 

Policy, technology security practices for users, confidentiality rating 

practices, tagging, and data management

References: 
EGCO Group 2022 One Report https://investor.egco.com/misc/ar/20230324-egco-ar2022-en.pdf#page=90

WEF WEF_Global_Risks_Report_2023.pdf (weforum.org): Widespread cybercrime and cyber insecurity

https://investor.egco.com/misc/ar/20230324-egco-ar2022-en.pdf#page=90
https://www3.weforum.org/docs/WEF_Global_Risks_Report_2023.pdf#page=11
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2023 Emerging Risk: Interstate conflict

Description Impact to EGCO Group and Scenario Analysis Mitigations and Opportunities

Interstate conflict

Risk Category: Geopolitical

Source: Geopolitical Factors

Tensions between Russia and Ukraine are ongoing. As a result of growing Western influence 

and the Ukrainian government's efforts to join NATO, Russia is seen as intolerable because 

Ukraine is a strategically significant region with Russia's longest border. Moreover, European 

countries and the United States have arranged financial support and weapons. This issue 

persists, and a mutually agreeable resolution cannot be achieved. In Asia, high-level US 

officials' visits to Taiwan caused China to take both military and economic actions by 

conducting maneuvers near Taiwan. This included a trade retaliatory step by prohibiting the 

import of over 2,000 Taiwanese items and terminating several collaborations and Climate 

Change policies with the United States.

The EGCO has an offshore energy project in Taiwan, overseen by 

the Risk Oversight Committee Risk Management Committee. 

Management and project development teams place high priority on 

this matter. Both normal and special agendas were included for 

meetings. This includes communicating the financial implications 

with project workers, the impact of construction, and participation in 

risk management strategies in the event of incidents. The EGCO 

closely monitors Chinese maneuvers around Taiwan. 

Timeframe of Impact: 3 - 5 years

References: 
EGCO Group 2022 One Report https://investor.egco.com/misc/ar/20230324-egco-ar2022-en.pdf#page=92

WEF WEF_Global_Risks_Report_2023.pdf (weforum.org): Interstate Conflict

https://investor.egco.com/misc/ar/20230324-egco-ar2022-en.pdf#page=92
https://www3.weforum.org/docs/WEF_Global_Risks_Report_2023.pdf#page=11
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2023 Emerging Risk: Failure to stabilize the price trajectories

Description Impact to EGCO Group and Scenario Analysis Mitigations and Opportunities

Failure to stabilize the price 

trajectories

Risk Category: Economic 

Source: Macroeconomic Factors

Commodity prices for oil, natural gas, and coal fuel soared because of the conflict between 

Russia and Ukraine. Because Ukraine and the United States are the two largest fuel 

producers in the world, the decrease in oil supply by OPEC has affected worldwide demand 

at both the household and national levels. 

Some EGCO power plants that utilize different fuels will be 

financially affected by both positive and negative fuel price 

spreads. The Risk Management Committee of the Risk Oversight 

Committee and the project development team followed up and 

evaluated the outcomes, including developing a risk management 

plan, such as a maintenance schedule, improving power plant 

efficiency, and reducing financial risks to manage the situation and 

cover its costs.
Timeframe of Impact: 3 - 5 years

References: 
EGCO Group 2022 One Report https://investor.egco.com/misc/ar/20230324-egco-ar2022-en.pdf#page=92

WEF WEF_Global_Risks_Report_2023.pdf (weforum.org): Failure to stabilize price trajectories

https://investor.egco.com/misc/ar/20230324-egco-ar2022-en.pdf#page=92
https://www3.weforum.org/docs/WEF_Global_Risks_Report_2023.pdf#page=11
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2023 Emerging Risk: Prolonged economic downturn

Description Impact to EGCO Group and Scenario Analysis Mitigations and Opportunities

Prolonged economic 

downturn

Risk Category: Economic 

Source: Macroeconomic Factors

Because of the worldwide recession following the COVID-19 pandemic and the global 

financial crisis, the World Bank predicted that global GDP growth would decelerate to 1.7% in 

2023. This is evidenced by the increase in policy rates in several countries. In addition, the 

high inflation rate is a result of the influence of energy costs. This is related to international 

disputes involving Russia and Ukraine and led to a spike in oil and natural gas prices, which 

remained volatile compared with the previous year.  

The World Bank predicts a 3.6% increase in Thailand's GDP resulting from the revival of the 

tourism industry. It is anticipated that more than 300,000 Chinese tourists will visit Thailand in 

the first quarter of the year. Vietnam, the Philippines, and Indonesia have the highest GDP 

growth projections in the region, between 4.8% and 6.3%.

The EGCO Group has regularly analyzed the economy and 

anticipated its effect on the energy industry, which is a perpetual 

need. EGCO researched and invested in several countries by 

incorporating economic risks into investment conditions for the 

company’s sustainable business development and growth with its 

shareholders and business partners.

Timeframe of Impact: 3 - 5 years

References: 
EGCO Group 2022 One Report https://investor.egco.com/misc/ar/20230324-egco-ar2022-en.pdf#page=93

WEF WEF_Global_Risks_Report_2023.pdf (weforum.org): Prolonged economic downturn

https://investor.egco.com/misc/ar/20230324-egco-ar2022-en.pdf#page=93
https://www3.weforum.org/docs/WEF_Global_Risks_Report_2023.pdf#page=11
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